100 



Router 
102 




Router Configuration 
Management Module 110 



feore Input/Output 
! y Data Links 120 



Routing and Forwarding Module 
112 



Customer Input/Output 
Data Links 122 



FIG. 1 
(Prior Art) 




FIG. 2 
(Prior Art) 



Management 300 




Router 
302 



Core Input/Output 
Data Links 320 



4- 



4- 



Router Configuration 
Management Module 310 



Routing and Forwarding Module 
312 



Internal Management 
'Connection 31 1 




Customer Input/Output 
Data Links 322 



FIG. 3 
(Prior Art) 



Management 
Ports 424 




Router Configuration 
Management 
Module 410 



Internal Management 
Connection 41 1 



Core Data Links/^I 
420 («_ 



Generic Routing and 
Forwarding Module 
412 



VPN Module 
431 A 



VPN Module 
431 B 



VPN Module 
431 C 



-VPN Data Links 
422A 

VPN Data Links 
422B 



^-2-vVPN Data Links 
-* *-> 422C 




Data Links 
423 



FIG. 4 
(Prior Art) 



Management Devices 506 




FIG. 5 



Management 
VPN Link 
624-1 



Management 
VPN Link 
624-2 , 



600 

/ 



C 




Management 
Ports 
624 




Router Configuration 
Management 
Module 610 



Generic Routing and 
Forwarding Module 
612 



Terminal Server 
Module 660 



Management | 
VPN Module 
655 



VPN Module (1) 
656 



VPN Module (2) 
657 



VPN Module (3) 
658 



Management 
^ Device 



Link 61 3 




VPN 
Data Links 
622 



Non-VPN 
v Cutomer 
Data Links 
623 



FIG. 6 



Management Ports 
624 



700 

/ 



Router Configuration 
Management 
Module 610 



Internal MangementVPN 
Link 711 



Generic Routing and 
Forwarding Module 
612 



Management 
VPN Module 
655 



VPN Module (1) 
656 



VPN Module (2) 
657 



VPN Module (3) 
658 




, Management 
Device 
Link 613 



VPN 
Data Links 
622 



Non-VPN 
Cutomer 
Data Links 
623 



FIG. 7 



Carrying management traffic on a 
VPN 



Managing the network using the 
management traffic carried on the 
VPN 



FIG. 8 



900 

/ 




904 



o 
c 

y 
m 
m 
a 

Si 



Linking the VPN to a management 
device or a mangement function 



FIG. 9 



ru 
u 

u 
o 
a 



